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E Austrian Identification System



Central Register of Residents

Each resident has aZahliguennuméer
Central Register of Residents (CRR)



The Austrian Identification System i
In General

E Identification is based on unique identification numbers
taken from Austriaobds base

E e.g. Central Residents Register (CRR), etc.

E Every person in Austria is registered with such a
base register

Even foreigners living in Austria can be registered with
the so called Supplementary Register (SR)

Every person gets assigned a unique personal
identification number, the so called

Source PIN

r



The Austrian Identification System i

the Source PIN
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The Creation of
Source PINs
based on the
identifiers of
Aust r bbasel s
registers:
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Add a secret seed value
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The Austrian Identification System i
the Source PIN

E Source PIN
Eé iusique
Eé in contrast to other
It is under the sole control of the citizen

Eé imast not be stored by any
governmental or private party

E Due to privacy reasons, the Source PIN is not used
to identify persons in E-Government processes

For Identification in E-Government Processes, we use

Sector Specific-PINs (ssPIN)



The Austrian e-ldentification System 1
the Sector Specific PIN

E Each governmental sector (i.e. different areas of the
public administration) is assigned a specific alphanumeric
code, the sector code

E For each of these sectors, the Austrian e-ID concept
foresees a separate unigue identifier, which is called the
Sector Specific PIN (ssPIN)

E The Sector SpecificPINi s deri ved from
Source PIN by applying a cryptographic one-way
function (Hash-function)

Each ssPIN is different and it is neither possible to
calculate the underlying sourcePIN nor any other
sectordos ssPIN from a ¢



The Austrian e-ldentification System 1
the Sector Specific PIN

sourcePIN

For Example:

Sector
Araxes and Dutiesii

SA

¥

Add Sector Identifier (SA) to the
sourcePIN (Concatination)

Sector
/Social Security

GH

¥

Add Sector Identifier (GH) to the
sourcePIN (Concatination)

Y
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One Way Function
HASH-Function (SHA-1)

One Way Function
HASH-Function (SHA-1)

¥

Y

ssPIN
for Sector SA

SsSPIN
for Sector GH
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Citizen Card

E CitizenCardh ol ds é
E electronic signature A Authentication
E elektronic identity A ldentification
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Austrian Citizen Card Concept

E  For Identification: Source PIN Y Sector Specific PIN
E  For Authentication: Electronic Signatures
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High-level interface

... - E Simple XML requests via
: ‘ Web browser

~
34

<?xml version="1.0" encoding="UTF - 8"?>
<CreateXMLSignatureRequest xmins="http://www.cio
<KeyboxIdentifier> SecureSignatureKeypair </K
<DataObijectinfo Structure="enveloping">
<sl10:DataObject>
<sl10:XMLContent> Data to be signed
</sl10:XMLContent>
) </sl10:DataObject>
Open Interface Security Layer <sl10:Transformsinfo>
<sl10:FinalDataMetalnfo>
<sl10:MimeType> text/plain </sl10:Mim
</sl10:FinalDataMetalnfo>
</sl10:Transformsinfo>
</DataObjectinfo>

</CreateXMLSignatureRequest> 7




Citir zen Card 1 s a

E Citizen Card can be and is realised through various
technologies:

Mobile Phone




Major initiatives T Citizen Cards

Bank cards (ATM cards)
Each bank card issued since March 2005 is also
an SSCD (as of 1999/93/EC)

00000000000000000000000000000000000000000
55555555555555555555555555555555555555555
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

Health insurance cards:
SSCD, Rollout Mai-Nov. 2005, ~70.000 cards/day
100 % coverage (8 Mio.) reached end of Nov. 2005

Mobile phones:
each mobile phone
(since March 2004)

Further initiatives:
ACSP signature cards X >
AStudent service cards, ’% D Cards?
APublic servant. o cards,


http://www.a-trust.at/default.asp?node=345
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The Integration of Foreign e-IDs

Austrian E-Government Act says that a recurring identity can
be created for foreigners without having registered with an
Austrian base register

Requirements for a recurring identity:
E é electronic signatures according to 1999/93/EC

E € anique identifier preferably taken
from the for4 gner o6s | ocal

Eé as a uni quecaérdteinftii d g tegd h
serial number can be used as well

What has to be done:
E create a Substitutional Source PIN

E combine Substitutional Source PIN with
the public key used for electronic signatures
and create an ldentity Link



The Integration of Foreign e-IDs

E We have developed a prototypical web-service
which allows to request for creating a

Substitutional Source PIN

E So we could create recurring identities
based on the e-IDs of

E Italy
E Finland
E Belgium




