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STORK

OQur Visiomn:

To simplify administrative formalities by providing secure online
access to public services across EU borders.

Our Mission:

To develop and test common specifications for secure and
mutual recognition of national electronic identity (elD) between
participating countries.
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“+ STORK MS and key facts

STORK does not change MS elD situation, bu

alms at interoperability on top of it
Projectstart May 2008

Duration: 3years
Extension: 2010
Budget: 26.5 Mi
Funding EC 50%
s |
MS Reference Group

‘ STORK 2 Extension
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Heterogeneous elD landscape

I Technology '
ASmartcards:
AMobil e el D:
ASoft certif.: ES, SE,
Ausern.passN L, UK == =7

i Operational ﬂ

Alssued by public sector, private sector, combined

Alssued at federal, regional, or local level \;j/

| Legal

A (limited) use of identifiers; flat, sectoral, combined
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~ elDs piloted (STORK phase 1)

Country & credentials Token Types Relation to 1999/93/EC

JRE

# of Smart mobile soft- qualifiedcert isaSSCD  publicsector private sector
cred. card eiD certif.  (signaturecert)
Austria 3 yes yes - all all yes yes(all. qual.c)
Belgium 1 yes - - all all yes -
Estonia 2 yes yes - all all yes -
Germany 1 yes - - optional all yes (opt.qual.certy
Iceland 2 yes - - all all - yes
Italy 2 yes - - all all yes yes(sig-card)
Luxembourg 3 yes yes - all all - yes
Portugal 1 yes - - all all yes -
Slovenia 3 yes - yes all YeS(QAA4) Yes yes
Spain 1+80 yes - yes YES(QAA3-4) YES(QAA4) YES(QAA3-4) YES(QAA 3-4)
Sweden 12+ yes - yes - tbc yes yes



Some challenges
A Legal

- e.g. MS limit use of national identifiers
A can prohibit using the identifier crebsrder

A Data protection

- Processing needs to be legitimate
A Liability, Security

- What if something goes wrong?
A Trust and mutual recognition

- Unilateral declarations (laws) vs. bilateral (é&vipUs)
- Accreditation vs. selassessment



’ Project Structure lss ﬁ

Meydo ey
' uality authenticator scheme '
ID PROCESS FLOWS

Common, SAML 2.0- based
specifications have been agre gl —"
by the STORK consortium [

Technical
Design
Construction &
Implementation
Exploitation - Pilots
Evaluation

Assessment on common
specifications on elD

Crossborder
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Trust levels

£ Different technologies
K . and security levels:
L | S A Smart cards
\ 1 / A Software certificates
| \ \ . A Mobile phones
[ Spain | ? : [ France
0 < 0123 A Usernamepassword
Sweden / ' Germany |
1,2 ‘ : : 0,1,2,3
| The : :
Nederlands |

‘ 1,2
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QAA Mapping

~ Austria V‘\‘
0,1

UK i ;'/ Estonia kk
012 | o

[ Spain | ? \ /' France
1 ’2,314 “ \ | ’,“‘ “‘\ 0,1 ,2,3 ,“‘

/ Sweden | /| Germany |
1,2 y 9 .\ 01,23
/  The \ 4

' Nederlands |

12 )

N

National Levels
/" Austria | ——— STORK-QAA levels
0,1
\

UK \3‘ n Estonla
\ 0,1,2 a E
a— — _E

‘ Sweden Germany
| | L0123

France |
0,1,2,3 |

. . B / “” The ‘
' Nederlands |
\ 1’2 /
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A STORK assumes onlirgccess of citizen with elD
T Usercentric model

A Four use cases:

1. Authentication: in an online access to a service provider

2. Attribute Transfer
A STORK defines elD as the identifier (e.g. national citizen ID),
Afithe resto (name, date of birt

3. Attribute Verification : is a certain attribute presented by
the citizen correct?

4. Certificate Verification : for electronic signatures

’’’’’

Use cases
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Models

One Interoperability Framework, Two Basic Models
- Middleware (MW)
I Pan-European Proxy Services (PEPS)

.. and its combination: MW PEPS, PEPS MW

The common specifications have been designhed so
that major components operate on the same protoco
Irrespective of the model or its combinations.
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Application

Service

Provider
MOA -ID Domain \ elD Server
(ServerMiddleware) v (ServerMiddleware)

IEED Internet

AusweisApp

) Client-Middleware
Client ( )

Domain



http://www.a-trust.at/default.asp?node=345
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http://www.a-trust.at/default.asp?node=345
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PEPS Logical Flow

Authentication
Portal

—t\_ Attributes
& @: Providers

Identity
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National Attributes
PEPS Providers
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SAML 2.0,
Web Browser SSO,
HTTP Post Binding




- provide a MW
access at a PEPS or eeps

- a PEPSnterface
at theSPware




eadl iISSE
Comparision
Middleware PEPS
A No intermediaries A Third party

between user & SP - Liability shift

- SPremains data - Data processor or

controller data controller
A Needs to integrate all A Hides national
tokens / middleware complexity
- Highly modular - Just two interfaces:
approach needed nationaland STORK
A Endto-end security A Segmented trust

relationships
In both casesconsentas basis for data processing legitimacy
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Serviceproviders

STORK layer (decentralized)

ForeignelD
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PEPS Architecture

AuthenticationPEPS ValidationPEPS
OCSF Eesponder
ALSPEPS SpecificPEPS
-
OCSP Clignt
-
AUCPEPS = SAMLEngine
OCSP Enging
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VI DP Archi tect

‘ SP DE
SOAP Web STORK MS AlSpecific
WS Interface V-PEPS
Java Interface
Modular Authentication Relay Service (VIDP core) | _Semmor
unctionality
(SAML, Logging)
SPWare Interface
elD Service MOA-ID Possible
Connector Connector Extension
DE Specifiic AT Specific STORK

elD Service MOA-ID
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Technologies

Common (reference) components

A JAVA (1.5/1.6)
- Operated in Windows and Linux environments

A Application servers
- tomcat 5/6jboss5/6, glassfish v3

A Frameworks PEPS
I Spring, StrutsQpenSAML, log4j
A Frameworks VIDP
- EJB, Velocity,OpenSAML slf4j/log4j, JAXB/JAX-WS

e further Il n nati1 onal
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Pilot 5T EU Citizen Change of Addres




