% Overview

The MS-Word 2003 plugin allows to
o create XML documentsthatcan
be signed electronically
o signthe document
o deliverelectronically

Today standardised electronic signatures (e.g.
XMLDSIG) cannot be integrated into standard Word
documents.

The application therefore transforms the documentto
XML and creates signed XML with stylesheets. By
using an Austrian Citizen Card this allows to create
legally binding sighed documents to be created
directly from MS-Word.

This solution is e.g. used in Austrian E-Government
applications to create signed notifications and to
deliverthem electronically.

/ Signatures

The application offers an offine mode and an online
mode.

The offline mode allows to use signature card for

osecure elecfronic signatures according fo the
Austrian Signature Act and the EU Signature
Directive (art. 5.1 of 1999/93/EC)

osimple electronic signatures (cf. art. 5.2 of
1999/93/EC)

o official signatures as defined in the Austrian E-
Government Act.

The online mode accesses server-based signature
services, such as server-based official signatures as
definedin the Austrian E-Government Act.

The application supports multiple signatures, such as
countersigning of contracts orjoint signatures.

Infegration of logos or figuresis supported.

iT Create a signed document

o Simply create the document using MS-Word.

o Use standard templates when editing the MS-Word
document.

o Click the Button “eBescheid” ®&
signature creation process.

to start the

o The Button “Vorschau” gives a preview to see wether
the conversion was successful and to check what
will be signed.
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Vorschau

Kaufvertrag,

welcher atn heutigen Tage zwischen Herrn Dipl. Ing. Max Mustermann, 1010 Wien, Stephansplatz
1, geberen am 1.1.1950 als Verkaufer emerseits und Frau Dr. Maria Musterfrau, 1010 Wien,
Hefburg 1, geboren am 31.12.1949 als Kaufer andererseits abgeschlossen wurde, wie felgt

1

Herr Dipl Ing. Max Mustermann verkauft und ibergibt an Frau Dr. Maria Musterfrau und letztere kauft
und tbernimmt von ersterem die diesem gehérige Liegenschaft EZ 4711, EG 0515 mit den

Grundstiicken 1234, um den hiermit werembarten Gesamtk aufpreis von € 1.000.000 (Euro eine Milkon) —
samt allem rechtlichen und physischen Zubehér.

Mitverkauft und tbergeben werden Emnchtungs gegenstande laut ener einen mte grierenden Bestandted
dieses Vertrages bildenden Trventarliste! um einen msatzlichen Kaufpreis von € 50.000 (Euro
funfrgtausend)
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Schliessen

oThe signed document can be delivered by e-mail or
an electronic delivery service.

@% To be observed

oThe plugin can convert just those parts of the MS-
Word document to XML which use predefined
templates. In case other templates are used, the
stylesheets that come with the plugin needs fo be
adapted.

oTo ensure that the document can be converted to
XML and be signed correctly, attention should be
paidto:

o CUT and PASTE from other documents might
infroduce unknown styles that cannot be con-
verted.

olf formats, hyphens, efc. are changed they
might notbe converted correctly.

o Tables, special characters, or formulas can lead
to parts that can not be presented.

o Note that series of space characters and tabulators
are combined fo single characters in the XML
document.

o Security of the working environment is important. As
legally binding documents can be created, viruses
or other malware should not tamper with the docu-
ment.



|Z[ Prerequisites

o Word 2003 professionaland .NET is needed.

o A Citizen Card or access to a server-based signatu-
re service (e.g., for official signatures) isneeded.

o A Citizen Card Environment must be installed and
running (e.g., available free of charge via
http://www.buergerkarte.at/bku).

o The Word plugin available at
http://demo.a-sit.at/el_signatur/office_bescheid
needsto beinstalled.

olt is necessary to follow the pre-defined styles of
either the standard template or of specific templa-
tes delivered with the plugin.

oln case of delivering the result electronically,
access to email or an official delivery service (e.g.
http:// www.zustellung.gv.at) isrequired.

Sample scenario

Using a template for the noftification the plugin
allows:

o tocreate,
o fosign,and
o fodeliver

the notification directly using Word 2003.

The address needed by the delivery service can be
extracted automatically, by using the appropriate
templates.

How to create a signed official nofification:

1111 AABANANAGR, AAAENNADANS
Telefon. (99 99 /9% 1234 DW, Fax: 2899
Email post abteilungS@musteramt gv at, hitp e musteramt gv at, DVR: 0093999
Amtsstunden: Mo - Do 730 - 1600 Uhe, Fr 7.20 - 13.00 Uhr

Fremczaht 12345
Datum d. Gen @ 2004-12-21

MAX MUSTER Mustergasse 101
9998 Musterdorf

Email mustar mannidnbister at
Tel. +43 699 99999999

Bescheid

Bearbeiten

Zahl: 5-BA100-1134 Verfahrans-IL; 1234567650
So: 0.

Hennette Sampler

Sample
nofification

Schlaguorte

ELAK
(Federal
Electronic
Record
System)

?

« Further questions
Send an e-mail to:

+ M

A

Abfertigung mittels E-hail
[Ubernarmen]

23122004, 13:27:58
23122004, 13:27:58

Claudia CERMNY
BKA -V
(Werassungsdienst)
Kanzlist/in

Edit
Sign
Deliver

technology@a-sit.atf

www.a-sit.at
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Electronic signatures using
MS-Word
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How to create and deliver
signed XML using MS-Word
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