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eParticipation

fields of action:
 Education, integration and 

inclusion
 Society and Health
 Economy
 Employment

 Policy and Administration
 Infrastructure
 Safety, protection and confidence
 Research and Innovation
 Future
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data.gv.at = app:store

Winner of the Public Service Award of the United Nations in 2014
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Smartcard

Bank cards
from 2005; ceased

Health insurance card
since 2005

Profession cards, service 
cards, …
e.g. notaries, lawyers, 
ministries, …

Mobile

A1 signature
service by a MNO
from 2005; ceased in 2008
limited success

Mobile phone signature

Launched end 2009

Overview - Austrian Citizen Card

Defines functions, not the technology
• Identification, sector-specific to enhance privacy
• Qualified signatures, for written form
• Electronic mandates, representation

Technology-neutral approach 
allowed for different 
implementations
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Health card, 
~1,3 k eID

activations/month

MobileID ~1k 
new users 

per workday
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Actual usage …

• About 15-20 k/day uses
on a typical
working day

• ~6-8 k/day
uses on 
weekends
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„ICT in the public sector is 

like a large vessel - it needs 

clear decisions quite ahead 

before real movement can 

be planned!“
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The Basics

• Follows a server-based approach

– Crypto-keys kept at a central server (HSM) 

– 2-factor authent. (knowledge and possession)

• Secure Signature-Creation Device (SSCD)

– Confirmed by notified body under 1999/93/EC

• Service operated by a certification service provider 
(CSP) for qualified certificates

– Could be operated by any provider (MNO, etc.)
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Deyployment (through STORK LSP)

AT initial 
planning

Signed contract 
with A-Trust

Launch of pilot

Start of productive 
operation

Certification by notified 
Austrian body A-SIT
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Lessons learned

• Smartcard eID

– Satisfactory business users take-up

– But somehow limited take-up by citizens

• Mobile eID a clear preference by citizens 

– In 2014 about 15 times higher mobile ID activation to 
health card activation 

• Under comparable conditions like free of charge

• Ease of use  and easy activation essential 
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Digitization …
it‘s a journey
not a destination!
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