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Austrian eSignature Infrastructure

• Gvmt. eSignatures / eSeal broadly used

– e.g. Federal Laws electr. signed since 2004

– e.g. each Administrative Ruling since 2008

– e.g. lawyers’ archives / notaries’ archives

• Citizens’ signatures closely related to the citizen 

card (eID)

– Gives a broad deployment of tokens

– Population’s full coverage of (several) tokens

• Activation by citizens voluntary (except for a few professions)
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Austrian Citizen Card - an Overview

• Launched 2003, mass-rollouts from 2005

• Defines functions, not the technology

– Identification, sector-specific to enhance privacy

– Qualified signatures, for written form

– Electronic mandates, representation

• Technology-neutral approach allowed for 

different implementations

– Smartcards and mobile from 2005
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The technologies

Smartcard

Bank cards
from 2005; ceased

Health insurance card
since 2005

Profession cards, 

service cards, …
e.g. notaries, lawyers, 

ministries, …

Mobile

A1 signature
service by a MNO

from 2005; ceased in 2008

limited success

Mobile phone signature

Launched end 2009 through 

the LSP STORK

Contracted by gvmnt. to a 

private sector CSP

Success?  Well, let’s see ...

e-Signatures & e-Seals Workshop; Brussels, 25 February 2016 Slide 5



Smartcards vs. mobile signatures in Austria
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Mobile sig.

~1 k new 

users/workday

Health card, 

~1,6 k acti-

vations/month

Slide 6



Contents

e-Signatures & e-Seals Workshop; Brussels, 25 February 2016

• Signature tokens in Austria 

• Austrian Mobile Signature

• Usage and Business Model

• Lessons Learned, Challenges

Slide 7



The Basics

• Follows a server-based (remote) approach

– Crypto-keys kept at a central server (HSM) 

• No changes in mobile phone or SIM

– 2-factor authent. (knowledge and possession)

• Secure Signature-Creation Device (SSCD)

– Confirmed by notified body under 1999/93/EC

• Service operated by a certification service 

provider (CSP) for qualified certificates
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The Architecture

e-Signatures & e-Seals Workshop; Brussels, 25 February 2016

Web Frontend

SMS GatewayHSM

Database

User

Mobile Phone

User DomainMobile Phone Signature Domain

Web-based 

user interface

SMS-based 

user interface

Storage of private 

signature keys. 

Signature keys are 

stored encrypted 

under

• Phone number

• Password

• HSM key

• Key generation 

during 

activation

• Decryption of 

signature keys

• Signature 

Creation 
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The Operation
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User DomainMobile Phone Signature Domain

Phone number

Password

Encrypted 

signature key

TAN (SMS)

TAN

User

Mobile Phone

Web Frontend

SMS GatewayHSM

Database
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Demo 1: Sign PDF from Desktop
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Demo 1: Drag and Drop the PDF
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Demo 1: Position the signature block

Position visual

signature block

Sign
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Demo 1: Choose Signature Token

Mobile
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Demo 1: Authenticate at Trust Service

Mobile-Nr.

Password
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Demo 1: Authorise the signature

rccbhwSMS-TAN
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Demo 1: Done

Visual signature block

Signature valid 



Demo 2: Electronic Health Record
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Demo 2: Select Card or Mobile ID
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Demo 2: Mobile ID dialogue
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Demo 2: Sign authentication
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Auth.-data to be signed



Demo 2: Sign authentication
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Demo 2: Entered the portal
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Demo 2: My EHR participation status
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Want to partially opt-out



Demo 2: Sign opt-out declaration
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Proceed to signature



Demo 2: Enter mobile sign. credentials
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Demo 2: Authorize signature
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Demo 2: Changed status
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Demo 2: New status recorded



Demo 2: New status recorded
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Some 300+ applications
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https://www.buergerkarte.at/en/applications-mobile.html

https://www.buergerkarte.at/en/applications-mobile.html
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Initial design considerations

• Easy to use, no additional effort for citizens

– E.g., no change of SIMs

• Independent from mobile device and MNO

– Server-based credentials, Web-based approach 

• Gvmnt. has interest in broad take-up 

– Free of charge for citizens 

• as it is the case for health card eID

– No costs for public or private relying parties

• qualified certificates and SMS costs paid by gvnmt.
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Deyployment (through STORK LSP)
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AT initial 

planning

Signed contract 

with A-Trust

Launch of pilot

Start of productive 

operation

Certification by notified 

Austrian body A-SIT
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Actual usage …

• About 25-30 k/day uses

on a typical

working day

• ~6-8 k/day

uses on 

weekends
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Core promotional milestones
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Integration into 

Tax Online and 

press release

Promotion campaigns, 

e.g. letters by social 

insurance to all citizens
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Lessons learned

• Smartcard eID

– Satisfactory business users take-up

– But quite limited take-up by citizens

• Mobile signat. clear preference by citizens 

– 2014/15: 15/10 times higher mobile ID 

activation to health card activation 

• Under comparable conditions like free of charge

• Ease of use and easy activation essential 
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Joice of convenient registration is essential



Challenges

• Server-based approach supported take-up 

– Easy activation, no citizen device requirement

• Advent of smartphones calls for …

– reconsideration of two device policy 

• So far “browser at PC/laptop” 

+ “mobile for SMS”

– investigating advanced 

device binding 

• Brand-new: QR codes & devices key

• Research on: Secure Elements; NFC tags
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